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PKI Certificate Management

FIPS Validated Algorithms

A AES 128,192, 256 with Modes: CBC, ECB, CTR, CMAC,
CCM, GCM, GMAC, XTS, XEX

A ECC Curves supported: P-224, P-254, P-384, P-521,
Brainpool256r1, Brainpool384r1, Brainpool512r1,
K-283, Ed25519

A ECDSA 224, 283, 256, 384, 521

A HMAC-SHA-T,HMAC-SHA-256, HMAC-SHA-384,
HMAC-SHA-512

A RSA 1024, 2048, 3072, 4096
A SHA-1, SHA-256, SHA-384, SHA-512

A Random Number Generator (CTR_DRBG: NIST SP
800-90A)

A PKI Support: PEM & DER x509v3, PKCS #7, CRL, PKCS#1,
PKCS#8, PKCS#12, TLS / SSL

A SSLv3.0and TLSv1.0,v1.1,and v1.2
A FIPS 140-2 validated / NSA Suite B Support

- RSA, PKCSv1.5, DES, 3DES, AES, SHAT, SHA2, MD5, RNG
A Cyphers

- AES (CBC, CTR, GCM, CCM), DES, 3DES, RSA, DSS, DH,
ECDH

- MD5, SHA-1, SHA-2, SHA 256, SHA-384, SHA-512
A Password-based Derivation

- HMAC, PBKDF2, PKCS#5, ECC Support, ECDH- ECDSA,
ECDHE, ECDSA, ECDH-RSA, ECDHE-RSA

A Additional Features
- RSA key generation & client authentication, PSK
- ECC key generation
- Cert cache
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